
What You need to Know About AI Scams



What is AI?
• AI is best described as a robot software that mimics human behavior. 

• Examples:

• Chatbots

• Voice Assistants

• Able to Make Decisions

• Work with Databases

• Ex. Insurance, 

• Create Images and Videos

2



Where Will You Find AI?
• AI is best described as a robot software that mimics human behavior. 

• Insurance, Airlines, Government/Company Communications, Fast Food
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Is AI Dangerous?
• Possibly. 

• Risks: AI Fakenews, AI Fraud, Deepfakes
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Common AI Scams
• Voicecloning

• Deepfakes

• AI Phishing
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Tips for AI Safety
• If you think you are being called by a real person, and they are asking you for money. 

Hangup and call back on a known number. 

• Do not take calls from unknown numbers. 

• Never enter sensitive information into a Chatbot.

• Check details in images. 

• Verify news with known sources. 

• Verify search results. 
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Links
• https://www.techtarget.com/searchsecurity/tip/Generative-AI-is-making-phishing-attacks-

more-dangerous

• How Phone Scammers are using AI to Imitate Voices 
(https://www.youtube.com/watch?v=pJZYd_65xs4)

• Mom Warns of AI Voice Cloning Scam that Faked Kidnapping 
(https://www.youtube.com/watch?v=Dfo2MMGZTvU)

• AI resources for Seniors - https://seniorplanet.org/ai/
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